Abstract-The physical infrastructure of communication networks is vulnerable to spatially correlated failures arising from various physical stresses such as natural disasters (earthquakes and hurricanes) as well as malicious coordinated attacks using weapons of mass destruction. Some disaster events such as earthquakes and terrorist attacks may occur in more than one location in a short period of time. Hence multiple sets of correlated link failures may occur if more events occurred before the previous set of failed links were repaired. Here, the statistical properties of induced-failure patterns depend upon the spatial interaction among stress centers (e.g., interaction among earthquake or attack locations). This paper presents a stochastic model, based on spatial point processes, for representing stress centers on the geographical plane in order to facilitate the modeling of spatially inhomogeneous and correlated link failures in communication networks. This model is then used to further generate scenarios with inhibition or clustering between stress centers, which enables detailed assessment of vulnerabilities of the network to the level of inhomogeneity and spatial correlation in the stress-event centers. Detailed simulation results are presented to compare network reliability for various scenarios of link failures and to find geographically vulnerable areas of a network as well as worstcase scenarios of stress-events. Overall, this effort will provide some critical knowledge and simulation capabilities for other focus areas of research in network reliability and survivability.
I. INTRODUCTION
The physical infrastructure of backbone communication networks is based on fiber-optic links located on a large geographical plane. As a smaller scale example, a city-scale metropolitan area network is a large communication network that typically spans a metropolitan area geographically. In general, physical infrastructure of communication networks is vulnerable to failures instigated by various physical stresses. At the large-scale these instigators include natural-disaster events (earthquakes and hurricanes), events resulting from coordinated attacks by weapons of mass destruction (WMD) and massive blackouts. At a smaller scale, stress instigators can result from damage due to construction and accidents as well as regional power shortages. Such stresses may occur in any geographic location; however, certain geographical locations can be more prone to host these stresses.
The probability of physical failure for the network components typically depends on both the geographical distance of the components to the center of the event and the intensity of the disaster event. In this sense, geographically correlated failures occur due to geographical proximity of links to the stress centers. Mainly all the papers in this field have used this concept to generate geographically correlated failures (e.g. [1] and [2] ). Some disaster events such as earthquakes, terrorist attacks and construction accidents may occur in more than one location in a short period of time. Hence multiple sets of correlated link failures may occur if more events happen before the previous set of failed links were repaired.
Furthermore, the occurrence of some events in a specific geographical region affects the probability of occurrence of other events in other geographical areas. For example, for both tactical and strategic reasons, centers of WMD attacks can exhibit strong correlation. Additionally, earthquakes may also trigger other earthquakes and aftershocks in their vicinities representing another example of correlation between event centers [3] . We emphasize that while event centers-the points where failures are instigated by a stress-are stochastic they can exhibit strong spatial correlations. Therefore, correlated failures in communication networks can arise from correlation amongst the stress-events in addition to geographical proximity to the event centers.
To the best of our knowledge, almost all prior works in modeling correlated failures have considered single-disaster events generating the correlated failures. The recent work in [4] is the only work considering multiple simultaneous disasters. In this paper we develop a mathematical model and a simulation tool to generate and analyze link/node failures due to multiple, stochastic geographic stresses. The presented framework allows us to model various scenarios of external events ranging from totally random locations to spatially correlated event occurrence. Our goals are to (1) gain insight into reliable network design by developing tools that enable simulating various scenarios of stress and failure over the network and (2) identify the geographically vulnerable areas of a network as well as worst-case scenarios of stress-events. Note that reliability of the network clearly depends on the topology as well as the scenario in which the disaster events occur. Overall, this effort will provide some critical inputs for future network reliability and survivability studies. This paper is organized as follows. Section II presents a survey of the existing work on modeling correlated link failures in communication networks. Section III describes the probabilistic model for correlated link failures based on spatial point processes for multiple external stress-events. This model provides us with a tool to assess the reliability and performance of networks in Section IV for various scenarios of events. Finally, conclusions and directions for future work are presented in Section V.
II. RELATED WORK While correlated component failures in communication networks and their effects on reliability have been largely the concern of researchers for a long time, there are very few effective works on modeling such real-world scenarios. In an early work for modeling correlated failures, the authors in [5] considered the dependence between link failures and presented an event-based reliability model. In their model, independent events are used to generate the dependent link failures. This is achieved by defining independent events over sets of components (links), which, for example, share common equipments. Early origins of correlated failures in communication networks were primarily the common equipments between a set of components and the fact that failure of the equipment results in the failure of all the components in the set. Here, the events have certain probabilities of occurrence; however, components in the set sharing the equipment fail with certainty if the event happens. In a similar way, the concept of Shared Risk Link Group (SRLG) has been proposed in [6] in order to address multiple correlated link failures. An SRLG is a set of links sharing a common physical resource (cable, conduit, etc.) and thus a common risk of failure. Later, the authors in [7] used the concept of probabilistic SRLG to address the stochastic correlated component failures; in this model components in an SRLG fail in a probabilistic sense.
In contrast to previously mentioned works, there are other works that have focused on failures within specific geographical regions [2] , [8] ; such assumption implies that the failed components do not necessarily share the same physical resources [4] . To the best of our knowledge, the main focus of these works are on survivability and reliability analysis of the network in the case of correlated failures and there are few efforts to systematically modeling geographically correlated failures. In [1] , a framework is presented to model correlated failures caused by disasters on the networks using vertical cuts; nonetheless, the model is limited to bipartite networks and vertical regional disasters, making it inadequate for modeling stress from WMD attacks and earthquakes. The authors in [2] have modeled disasters or attacks using circular cuts, which are modeled as a disk of radius r centered at the event location; they have assessed the vulnerability of the fiber infrastructures to both circular and vertical cuts. In a similar approach, the authors in [4] used a probabilistic failure model in which components in the vicinity of the disaster (inside the disc) fail with some probability while other components (outside the disc) do not fail. However, using the same probability of failure for all the components inside the disc is not realistic since the effect of events reduces as the distance to the center of the event increases. In contrast to our paper, none of these works have proposed a model for probabilistic occurrence of events in a geographical plane and the interactions between these events.
Correlated failures have been also studied in logical topologies (higher layers of network protocol stack) of networks ( [9] and [10] ). In many of these studies, random graphs and percolation theory [11] are common tools to evaluate the effect of random component failures in the network. An example of the source of such correlated failures are logical attacks such as coordinated cyber attacks (e.g., denial of service) affecting higher layer component of the networks such as routers. There are other papers that discuss correlated failures in various contexts ( [12] and [13] ) other than communication networks. There are also models for temporally correlated failures [14] .
Most related to our paper is the work in [4] , which considers multiple disasters with circular cuts. Akin to this effort, we have also identified the most vulnerable points of the network by defining various scenarios of events on the network. However our model is different from the mentioned works and also the work presented in [4] . In this paper, we present a model that provides a powerful tool to systematically generate scenarios of multiple disaster events with various level of spatial correlation among their centers in order to capture more accurately the geographical correlation present in real-world scenarios.
III. PROBABILISTIC MODEL FOR SPATIALLY CORRELATED FAILURES
In this section we present a probabilistic approach for modeling correlated link failures due to multiple external stress-events in communication networks. In this model we describe a technique for determining the probability of physical damages (failures) for an arbitrary collection of links due to external stress-events with spatially correlated centers. As described earlier, while disaster events are stochastic they can exhibit spatial correlations. Furthermore, there can be spatial inhomogeneity in the concentration of event centers since certain locations are more prone to host the events than others. Figure 1-a shows an example of a uniform (homogeneous) Poisson point process in the plane. In this case, events can occur anywhere in the plane and without any spatial structure; namely, these patterns are the result of a uniform intensity function (a flat surface over the geographical plane of interest) [15] . In contrast, Fig. 1-b shows an inhomogeneous point process with two concentration locations for events. The inhomogeneity in the concentration of events is affected by a non-constant intensity function representing the probability of hosting individual stress-events at each point of the plane. For example, to allow more events to occur in a specific geographical area of interest, we set a peak in the probability intensity surface over the specific area. Next, we employ an interaction point process model to capture both spatial inhomogeneity and spatial interaction between event centers. The assumption for certain events is that the occurrence of an event in a location affects the likelihood of the occurrence of other events in its vicinity. This effect is called inhibition if the likelihood is reduced and it is called clustering if the likelihood is increased. The Strauss point process is the simplest yet very effective model for inhibition and clustering effects [16] . In the case of inhibition, the probability of the occurrence of points within a fixed radius of an existing point is reduced. When this probability is zero, the inhibition is referred to as hard-core inhibition. In a similar way, in the clustering case the probability of occurrence of events inside of a fixed radius of existing events is enhanced. To simulate the Strauss point process, we used the algorithm presented in [17] . Figure 2 shows realizations of Strauss point process with an inhomogeneous intensity function ( Fig. 1-b ) and inhibition and clustering effects between centers. Note that the model tends to bias the event centers to be more likely to occur in the vicinity of the two regions of high concentration shown in Fig. 1-b . At the same time, however, there is inhibition and clustering effects between these points defined through the interaction function described bellow. Figure 2 a shows a realization with inhibition between event centers, while in Fig. 2-b there are clusters of event centers. Next, we will briefly describe pairwise interaction point-processes [15] of the type used here in order to introduce the key controls of the model in generating various interesting scenarios of events that are relevant to network reliability.
Let D be a bounded subset of the plane. An interaction point process is a D n -valued random vector, X = (X 1 , X 2 , ..., X n ), which has a probability density of the form
where x = (x 1 , ..., x n ) ∈ D n , and · is the Euclidean norm in the plane and z is a normalizing constant [15] . The function g represents the intensity function of point distributions. The function ϕ : [0, ∞) → [0, ∞) is called the pairwise interaction function; the pairwise behavior of events can be defined through this function. As an example, in the Strauss model [16] , ϕ is defined to be equal to a specified value, c, for pairs of points that are within the range R, and it is set to unity otherwise. The density function of the Strauss process is then
where for R > 0 and
is the number of pairs of coordinates (points) in x with pairwise distance less than or equal to R, and for any set A, I A (a) = 1 whenever a ∈ A and I A (a) = 0 otherwise. The R parameter in the Strauss model controls the range of interactions between pairs of points. Furthermore, based on the density function of the Strauss model, a value of c greater than 1 results in clustering and a value of c less than 1 results in inhibition. Note that when c = 1 we obtain the totally random (Poisson) scenario of events in the geographical plane. 
Next, we define the conditional likelihood function of physical damage, CL pd (y), y ∈ IR
2 , for all the points over the geographical plane. We define the probability that a network link, e, fails after the occurrence of a disaster event to be max y∈e (CL pd (y)). Specifically, we define the intensity of the damage at points of the plane using Gaussian functions placed atop each event center. The Gaussian function is a convenient and appropriate function to model the range and intensity of the disaster events over the geographical plane because of its symmetric bell-curve shape that quickly falls off towards plus/minus infinity. The variance of the Gaussian function controls the range and intensity of the disaster event. The Gaussian functions on top of multiple events are summed up and normalized (to unity) to yield CL pd (·). Aggregating the Gaussian functions also captures the net result of adding the effects of multiple individual disaster events as the Gaussian functions overlap. Figure 3 shows a representative CL pd corresponding to a sample realization of four event locations with the Gaussian functions atop each event. Note that conditional on a particular realization of CL pd , the physical failures of links (in any collection of links) are independent; however, correlation between physical damage is inherited from the correlation in the event centers associated with CL pd and the geographical proximity of the links to the event centers. The c and R parameters of the Strauss model as well as the variance of the Gaussian function enables us to capture scenarios of events with various spatial correlations among their centers with nonuniform spatial intensity in a plane of interest. As a result, we have an effective tool to simulate desirable scenarios of spatial stress-events on the geographical plane to assess the reliability and efficiency of the network in the case of various stress scenarios. In the next section we use this model to find the most vulnerable parts of the network and identify the worstcase scenarios of stress-event occurrences.
IV. SIMULATION RESULTS
In this section the reliability and efficiency of communication networks in the presence of geographically correlated failures due to multiple disaster events are evaluated using a Monte-Carlo (MC) simulation analysis applied to the analytical model for link failures we described earlier. Specifically, a MC simulator for generating correlated failures based on the model presented in Section III was developed in MATLAB. The model presented in Section III provides a powerful tool for randomly locating disaster events on the geographical plane with various interesting scenarios and consequently different statistical characteristics of failures on the network. Evaluations of network reliability and efficiency are presented here for different scenarios of interest for the spatial distribution of the stress centers. In our simulations, we have considered the topology of a fiber backbone operated by a major network provider in the U.S. [18] . As described earlier the model enables us to control the clustering and inhibition characteristics of the disaster events through the selection of the c and R parameters of the Strauss model. It also enables the control of the severity of the events (how strong is the disaster event in affecting the network components and the range of their effect) through the selection of the variance of the Gaussian functions. For a larger intensity of disaster events, a larger variance for the Gaussian function is used. We shall define four scenarios of interest for the locations of stress-events and evaluate network reliability in these four scenarios. In the first scenario we use the inhibition setting in the Strauss model so as to generate random realizations of event centers that are likely to be far from each other. In this scenario the probability of the occurrence of events within a fixed radius of an existing point is reduced. We define the radius to be 500 miles (R 1 = 500 miles), the c parameter to be 0.3 and the variance of the Gaussian functions is set to 600. A random sample of this scenario is shown in Fig. 4 .
The rest of the scenarios are based on clustering mode in the Strauss model with the cluster radius used as a free parameter. In these scenarios, we assume that the probability of events happening farther than R miles is reduced. For each scenario we set the maximum distance between events to R 2 = 200, R 3 = 100, and R 4 = 20 miles, respectively, and the c parameter for all these scenarios is set to 80. Random samples of each of these scenarios are presented in Figs. 5, 6 and 7. Note that in the sample of the Strauss model corresponding to the fourth scenario, events are not farther than 20 miles apart; therefore, stress centers are closer than those in the remaining clustering scenarios. In all the simulations of this section we assume four number of disaster events; however, any number of events can be assumed. For comparison, we also consider the independent link failure scenario without the use of external events to represent the case of totally uncorrelated link failures in the network. (In the latter scenario we do not follow the event-center approach to insure that there is no correlation in the failures.) Next, we present our predictions of the effect of the aforementioned failure scenarios on network reliability and efficiency. We have evaluated the reliability of the network based on two metrics: the average two-terminal reliability (ATTR) [4] , which is a measure of global connectivity of the network, and the connectivity probability, which is the fraction of the number of times the network remains connected over all runs of the simulations. In Fig. 8 , the ATTR values for the four mentioned scenarios and the independent link failure case are presented for different values of the stress effect represented by the variance of the Gaussian functions. For each scenario we have generated 500 random samples and the results presented the first failure scenario the ATTR is higher than those for other scenarios except for the independent link failure case. For small values of the variance of the Gaussian functions, the correlation among failures due to geographical proximity decreases. Moreover, since in the first scenario the event centers do not occur closer than R 1 of each other, the ATTR value is higher for smaller variances compared to independent link failure case. However, as effect-range or intensity of the disaster increases, the correlation between link failures due to geographical proximity increases, which, in turn, causes network reliability to decrease compared with independent link failure scenario. The other interesting observation in Fig. 8 is that network reliability is less affected in the scenarios with smaller cluster radius than that in the larger clusters. Note that size of clusters assumed to be less than 20 percent of the size of the geographical plane over which the network is expanded. Figure 9 shows the ATTR value for the samples with the same number of failures and for the variance of the Gaussian functions set to 1200. In this case, we have taken the average of ATTR over all the realizations with the same number of failures for the four aforementioned scenarios. As such, this plot shows that if we have the same number of failures in the network with different characteristics, they will have different effects on the network reliability. We can conclude based on these two plots that the clustering scenarios with larger effectrange, namely the second scenario (R 2 = 200), affect the ATTR value more significantly than the other scenarios. As before, the independent random link failure case affects the reliability less severely than other scenarios because of the lack of geographical correlation between the failures. Figure 10 presents the connectivity probability of the network for the different scenarios based on the variance of the Gaussian functions. Note that the clustering scenarios have lower connectivity probability than other scenarios. This is because the geographical correlation that is present amongst stress centers results in substantial geographically correlated link failures, thereby lowering reliability. In studying the network efficiency, we have adopted the global efficiency metric defined in [19] . The results of the global efficiency of the network are presented in Fig. 11 . Note the similarity of the behavior of the efficiency metric in this figure compared to the ATTR metric shown in Fig. 9 .
Finally, we have also conducted a study on the most vulnerable regions of the network and the worst-case scenario of the link failures. To do this, we tested 2000 random samples of each scenario with four number of disaster events and searched for the stress-distribution scenario that resulted in the least network reliability amongst the four stress-event center scenarios. In this simulation, we fixed the intensity of the stress-event occurrence to 600. The "vulnerable" regions are identified with circles in Fig. 12 . These regions are nearly matched with the results presented by Agarwal et al. [4] , which did not use a stochastic approach for the distribution of stressevent centers but rather used a greedy heuristic approach that finds the vulnerable points of the network for two simultaneous events. Furthermore, the worst-case scenario for the four number of the disaster events is the second scenario, which is a clustering scenario with a radius of 200 miles. V. CONCLUSIONS The physical infrastructure of communication networks is increasingly vulnerable to geographically correlated failures. Any systematic assessment of network reliability in the presence of correlated link failures requires a stochastic model of such component failures. Along these lines, in this paper we have undertaken a novel probabilistic framework, based on interaction point processes, for modeling correlated link failures in networks of arbitrary topologies due to multiple external stresses. We addressed the problem of modeling random stress-events that may occur in a short period of time and with the presence of interaction between their locations. This model is capable of capturing correlation due to interaction between stress-event centers as well as geographical proximity of components to the stress-event centers. The model enables generating random scenarios of stress locations with inhibition and clustering characteristics of interest. Based on the evaluation of the reliability using the generated link failures we conclude that correlated failures can cause a more drastic degradation in the reliability than that inflicted by random yet independent failures. We have also been able to identify the vulnerable regions of the network and the worst-case scenarios of stress-event locations. Using these insights, future efforts can look at developing improved network design and recovery strategies in the case of correlated failure scenarios.
